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Abstract—The fast growing rate of the IoT systems with
strong pressure to put devices on the market as soon as possible
makes these systems vulnerable targets for cyber criminals,
as recently seen in the Mirai botnet Distributed Denial-of-
Service (DDoS) attack. A way to mitigate these threats is
to enforce a comprehensive security certification process of
IoT devices based on common standards. In this paper, we
present an approach to improve certification of IoT devices
using a combination of model-based testing and policy-based
management in order to detect post certification vulnerabilities
and act on them by introducing runtime policy enforcement
capabilities. More precisely, we address these attacks using
policy enforcement in order to correct vulnerable IoT device
behavior and protect users even if security and privacy were not
properly addressed by the device manufactures. We describe
the details of our approach and, focusing on authorization
vulnerabilities, we present a case study for the oneM2M
standard showing how our solution can be applied in practice.
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I. INTRODUCTION

The deployment of pervasive connected devices with
embedded sensors and actuators is driving the development
of the Internet of Things (IoT). Even if IoT holds the promise
of supporting new business models, increase the efficiency
of many business applications, and enrich the life of the
citizen with new services, the risk to undermine the privacy
of the individuals is even greater than in the current Internet
context. For example, mobile devices with sensors capability
carried by citizens will generate an increasing amount of
data about the environment and the citizens themselves.
As a consequence, security and privacy issues of IoT have
recently received considerable attention from the industry
and research communities.

The current state of affairs is even more threatening since,
due to the market pressure to make IoT devices available
to customers as soon as possible, device manufacturers do
not put high priority on implementation of solutions to
support security and privacy requirements in their products.
In this context, the ARMOUR project proposes a security
certification process for large scale IoT deployments. Tested
and certified IoT systems are needed to address security, pri-
vacy, and safety issues considering the intrinsic uncertainty

due to the interactions between devices, platforms, cloud
services, and humans. Recently, also the International Com-
puter Security Association (ICSA) has presented a security
testing framework for IoT [1]. However, a major issue for
IoT systems is that security certification often fails to deal
satisfactorily with systems that are patched frequently, as
operating systems in mobile devices now are [2]. In addition,
due to considerable market pressure, security and privacy
issues are not considered as a main goal in the design and
deployment, and usually they are not properly addressed.

A clear evidence of this fact is the Mirai IoT Botnet [3],
which infected tens of millions of vulnerable IoT devices
that were used in a DDoS attack to major websites including
Amazon, Spotify, and Twitter. Soon after the attack the
source code of the Mirai Botnet was relasead as open
source1, disclosing the scanner code that identified vulner-
able devices to be infected with the malware. The main
target devices were IP cameras, DVR recorders, routers,
and printers, while the main vulnerability exploited was
related to the authentication of users, for example, due to
factory default usernames and passwords, which allowed the
attackers to deploy dormant malware code (a.k.a. zombie
malware).

Apart from this specific example, IoT applications could
also be composed by IoT products, which are not secu-
rity certified. These products could become the vulnera-
bility of the overall IoT application even if it is mostly
built on security certified products. Furthermore, security
IoT certification may not include the testing of zero-day
vulnerabilities and threats, which were not know at the
time of security certification. A complementary (rather than
alternative) approach to support the IoT lifecycle of products
and to mitigate the issues of static security certification is
to introduce post-market (and post certification) monitoring
of IoT devices. In this approach, a monitoring system is
set up to collect data (management data or traffic data),
which can be used to identify security threats. This ap-
proach is not a new concept; actually, fault management or
misbehaviour detection system in ICT based infrastructures
(e.g., energy, telecommunication) had fulfilled a similar role

1https://github.com/jgamblin/Mirai-Source-Code
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for many dozens of years. Recent analysis of security and
privacy aspects in IoT have highlighted the possibility to
use monitoring solutions and capabilities [4], to enhance
the overall security of IoT deployment. The challenging
aspects (as reported by [4] and others) are the scalability
and heterogeneity of IoT deployments, which can reach
thousands of devices with different technologies or data
format. From a semantically point of view, it is also difficult
to compare set of data from different IoT devices. Still, in
some context like the automotive and the industry sectors
where the operational requirements are usually coherent and
similar across devices, the deployment of such monitoring
systems could be more effective.

The drafting of this paper was motivated by the need
to mitigate the risk of future attacks similar to the Mirai
IoT Botnet case [3] and to propose a post certification
monitoring approach. The approach described in this paper
integrates the security certification of IoT devices together
with a post-certification monitoring approach based on a
policy-based management framework. In a nutshell, our
approach combines the certification process defined in the
ARMOUR project [5] with a policy-based security manage-
ment framework proposed in the iCore project [6] that is able
to enforce policies and correct vulnerable system behavior
in case the IoT system fails a subset of the test cases. In
our integrated approach the security functional behavior is
tested using test cases derived automatically using a Model-
Based Testing (MBT) approach and executed using Testing
and Test Control Notation version 3 (TTCN3). With this
combination, our approach is able to cope with the current
situation where a large number of vulnerable devices are
already deployed and do not conform with an adequate
certification level.

This paper is organized as follows. Section II describes
our integrated approach for a certification process using
policy-based management. Section III shows a practical ap-
plication of our approach considering a scenario inspired in
the Mirai Botnet vulnerabilities using the oneM2M standard.
Section IV presents the conclusions and future work.

II. INTEGRATED APPROACH

In this paper we propose to integrate the ARMOUR
security testing and certification process with a policy-
based approach for specification and enforcement of security
policies developed in the context of the iCore project. An
overview of the integrated process in described in Figure 1.

The top part of Figure 1 above the dotted line describes
the ARMOUR certification process, which is composed of
the following main phases:

1) Risk Analysis and Labelling: a risk analysis is
performed for a specific domain or set of applications
where the IoT device must operate with a specific
Level of Assurance (LoA) associated to a label;
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Figure 1. Integrated approach for improved security certification using
policy-based management

2) Test Analysis: the potential vulnerabilities are identi-
fied for a specific context (i.e., single domain or set
of applications) from a vulnerability patterns cata-
logue, which must be addressed and evaluated in the
subsequent testing phases. The identified vulnerability
patterns are used as input to the test generation;

3) Model-based Test Generation: TTCN3 security test
suites are generated for the IoT system and domain
using a model-based approach. Tests consider the
security functional testing, vulnerability testing, and
behavioral fuzzing. The models formalize the system’s
behavior, structure, and the security/vulnerability test
patterns that define the test procedure;

4) Test Implementation: the test suites are executed in
a specific operating environment using test adaptors,
which are needed to support the execution of the tests
because each IoT device or platform will have its own
specific interfaces;

5) Test Execution in IoT Testbed: the tests are executed
on a local or external large-scale IoT testbed and the
results are collected.

The bottom part of Figure 1 below the dotted line de-
scribes the iCore policy-based management process, which
is composed of the following main phases:



1) Model-based Policy Specification: using the test
results as input policies are specified to correct the
security functional behavior or identified vulnerabil-
ities. The specification of policies is done using the
system models as input in order to identify the system
behavior elements (e.g., activities and attributes);

2) Implementation of PEPs: Policy Enforcement Point
(PEP) components are specified for the respective
technology considering the system specific interfaces
and instrumentation requirements of the specified poli-
cies. One example could be a custom security plugin
for an MQTT broker like the one proposed by some
of the co-authors in [7];

3) Deployment of Policy-based Framework in IoT
Testbed: policies and framework consisting of runtime
policy evaluation and enforcement components are
deployed in the IoT Testbed.

After the deployment of the framework and policies in
the IoT testbed the generated tests can be re-executed and
the incorrect security functional behavior and vulnerabili-
ties should now be fixed. In the following subsections we
concentrate in the details of the two main elements of this
process, the model-based approaches for test generation and
policy specification.

A. Model-based Test Generation

The generation of tests in our integrated approach is based
on a MBT approach, which has shown its benefits and
usefulness for systematic compliance testing of systems that
undergo specific standards that define the functional and
security requirements of the system [8]. This approach is
based on two main modules:

1) the MBT CertifyIt technology that generates tests
based on the UML/OCL models and Test Purpose (TP)
formalism [9];

2) the TTCN3 test cases, generated from the MBT model,
that are executed using TITAN;

The TP language used to guide the test case generation is
used to express functional security requirements and security
test patterns. The TP language itself is based on regular
expressions and allows the test engineer to conceive its
scenarios in terms of states to be reached and operations
to be called. The language relies on combining keywords to
produce expressions that are both powerful and easy to be
read by a test engineer. The syntax of the language makes it
possible to design test purposes as a sequence of quantifiers
or blocks, each block being composed of a set of operations
(possibly iterated at least once, or many times) and aiming
at reaching a given target (a specific state, the activation of
a given operation, etc.).

The generated test cases from the MBT model use the
TTCN3 language, which has been widely used for many
years to test large communication systems [10]. They contain

modules that make possible the test execution as they define
the type, port and component declarations and definitions,
templates, functions, test cases and control part for executing
the test cases. The control part can be seen as the main
function in other programming languages as C or Java. [11].

With the combination of MBT and TTCN tests can
be automated to allow a faster and more uniform testing
execution. Tests and security requirements can be formally
defined, and they can be used to support harmonization of
the tests for security certification. It also allows to keep
an overall traceability of the executed tests against the
specification.

The structure of the system is modeled by Unified Mod-
elling Language (UML) class diagrams, while the system’s
behavior is expressed in Object Constraint Language (OCL),
using the CertifyIt tool [12]. Functional tests are obtained by
applying a structural coverage of the OCL code describing
the operations of the IoT system under test. This approach in
the context of security testing is complemented by dynamic
TP test selection criteria that make it possible to generate
additional tests that would not be produced by a structural
test selection criterion, for instance, misuse of the system
(Model-Based Security Functional Testing) and vulnerability
tests, trying to bypass existing security mechanisms (Model-
Based Vulnerability Testing).

B. Model-based Policy Specification and Enforcement

The specification of the security policies is done us-
ing the Model-based Security Toolkit (SecKit) [6] already
sucessfully applied in the IoT domain [6]. The SecKit
is an integrated holistic approach for security engineering
that defines a collection of metamodels for system design,
including security aspects, and runtime components that
instantiate these models to manage the system security using
a policy-based approach. The system design model considers
the structure, behavior, data types, identities, context, rules,
trust relationships, threat scenarios for risk analysis, and
enforceable countermeasures defined using policy rules to
address the identified threats.

The runtime components dealing with policy rule evalu-
ation and enforcement are respectively the Policy Decision
Point (PDP), and technology specific Policy Enforcement
Points (PEPs). In order to provide comprehensive security
guarantees PEPs can be deployed at multiple levels of ab-
straction, for example, at the network layer, at the middlware
layer, at the operating system layer, etc.

Policies are specified in the SecKit policy language using
security mechanisms following an Event-Condition-Action
(ECA) format: whenever the Event is observed and the
Condition evaluates to true, the Action is executed. Events
observe activities defined in the system models including
actual and tentative modalities, which allows both detective
and preventive enforcement mechanisms to be specified.
A preventive mechanism is defined considering a tentative



event, for example, just before an activity is executed in
the system the mechanism may specify the activity should
be allowed, denied, modified, or delayed A detective mech-
anism is defined considering an actual event allowing the
specification of reactive enforcement behavior, for example,
after an user logins from an unusual location or time of
the day a mechanism may specify that an SMS should be
sent to the user’s mobile phone. In summary, the action
part of mechanisms may specify execution of activities and
enforcement actions to allow, deny, modify, or delay the
execution of an activity. The Condition part of a mechanism
supports the specification of complex conditions including
event matching operators for activities, trust patterns, role-
based, identity-based matching, propositional, temporal, and
cardinality operators. We omit in this paper the details about
all the operators and features and we refer the reader to a
previous publication for details [6].

An important feature of the SecKit that is particular
useful in the context of the approach of this paper is
the modular support for configurable mechanism templates
using variables. Mechanism templates allow the definition
of mechanism instantiation and disposal logic specifying
when a mechanism should be activated and removed from
the runtime system. Furthermore, patterns of enforcement
that are needed in multiple situations or that should be
matched for different system resources can be re-used and
instantiated multiple times with different parameters. In the
case study described in the following Section we illustrate
the usefulness of a configurable mechanism in the context
of the running example described.

III. CASE STUDY

In this section we describe a case study showing the
practical application of our integrated framework in a sce-
nario designed using the oneM2M IoT standard. oneM2M
is the leading global standardization body for Machine to
Machine (M2M) and the IoT. The goal of oneM2M is to
develop technical specifications to address the need for a
common M2M service layer that can be readily embedded
within various hardware and software. The purpose of these
specifications is to provide interoperability that can be relied
upon to connect a myriad of devices in the field with
M2M application servers worldwide. The oneM2M standard
proposes to use Access Control Policy (ACP) to regulate
operations in resources of application entities, for example,
to create, update, or delete a resource.

In the oneM2M specification the authorization function
is responsible for controlling access to services and data to
authenticated entities according to the provisioned security
policies and assigned roles [13]. Security policies are defined
as sets of conditions that regulate whether entities are
allowed access to a protected resource or not. With respect to
the security policy language and enforcement mechanism the
standard allows multiple choices including Access Control

List (ACL) and Role Based Access Control (RBAC). In
our approach we adopt the SecKit security policy language
introduced in the previous section.

In our case study we model the IoT system and security
functionalities according to the specifications proposed by
oneM2M. Figure 2 illustrates a simplified view of the class
diagram representing the oneM2M model related to the
security policy operations. In this model the AE (Applica-
tion Entity) hosted by the IUT (IoT Platform Under Test)
interacts with the IUT using request primitives such as
SendCreateRequest, SendRetrieveRequest, etc. The request
primitive could be concerned with different resource types,
for example, with the security policy (ACP), Common Ser-
vices Entity base type (CSEBase), or subscriptions of an
AE, which are all defined in the TARGET enumeration.

Figure 2. Simplified view of oneM2M standard model

More specifically, the AE in oneM2M detains a
set of privileges to its resources considering the
AccessControlOperations class. The different
resources operations are supported, represented by the
enumeration entity OP. The purpose of the security policy
is to support the specification of the rules controlling the
resource operations performed by the AE in the IUT. The
possible responses by the IUT to a request primitive after
the security policy is evaluated are represented by the
ResponseStatusCode enumeration. For example, if an
AE sends a create request for a Container to an IUT
and the security policy does not allow the operation the
expected response is ACCESS_DENIED.

The generation of security policy tests from the sys-
tem model are driven by an embedded Test Purpose (TP)
definition, which is illustrated in Figure 3. The TP for-
malizes the testing objectives for all the defined require-



ments. The particular TP illustrated in the figure is named
TP/oneM2M/CSE/DMR/CRE/BV/004 according to the
naming conventions for oneM2M that includes the descrip-
tion of its nature. The naming convention specifies it is a
Common Service Entity (CSE), Data Management Reposi-
tory (DMR), CREate (CRE), and Behavior Value (BV).

Figure 3. Test Purpose definition

This security policy TP defines the testing scenario where
the creation rights are removed after a resource is created,
which corresponds to the requirements described in Section
10.1.1.1 of the oneM2M functional architecture specification
[14]. This TP defines a common test scenario for each
Resource Type represented as a list of integers. The resource
types specified in the list ResourceTypes correspond re-
spectively to the following oneM2M resources: Application
Entity (AE, 2), container (3), group (9), AcessControlPolicy
(1), and subscription (23). More concretely, the TP guides
the test generation engine to produce test cases specific for
testing the security policy previously described. To test the
correct implementation of the policy, for each resource type,
it creates the resource, updates the policy by setting the
privileges for the resource (without create privilege, second
attribute set to false in the AE.SendACPUpdateRequest
call) and then tries to make a CREATE request, which
should be denied as the resource does not have the required
privileges (expected return code ACCESS_DENIED in the
AE.SendCreateRequest). When executing the test any
other return code indicates that the tested IUT contains a
security vulnerability with respect to the tested objective.

In our approach the TP is used to drive the test generation
as described in Subsection II-A. In this example, five test
cases are generated one for each resource type specified
in the TP. Figure 4 illustrates a detailed test description
composed of several steps in a readable form used for
reporting. The test steps gather the actions to be taken for
executing the test case and specify the concrete resource type
to be created. Each step is essentially a concrete instance of
the test scenario already introduced. More precisely, each
step defines a when-then sequence specifying the operation
to be executed (e.g., CREATE request) and the values of
the attributes. In Step 1, for example, To is an attribute
indicating where the request is going or which component is
targeted, which in this case is set to CSEBase (actually the

address of the CSEBase) and Resource-Type indicates
the nature of the resource where 2 means AE.

Figure 4. Test steps

When a device fails the tests (i.e., does not conform with
a certain level of security), the next step in our approach
is the revision of the deployed security policies or the
specification and deployment of new policies in order to
correct the vulnerable behavior. Figure 5 shows the security
policy specified using a SecKit mechanism template to make
sure the IUT conforms to the TP defined in Figure 3.
This policy is triggered when the SendCreateRequest
tentative activity or operation is observed with parameters
To1 and Resource-Type1, and eventually in the past the
same activity has already happened with parameters To2
and Resource-Type2. The enforcement action specified
is to deny the tentative create request in the event part of
the mechanism, which correspond to the ACCESS_DENIED
response code. The mechanism configuration shown in the
Figure 5 specifies the parameters to ensure the conformance
with the specific concrete test steps specified in 4, where
the mechanism template should be instantiated with the
parameters ACP, 1, CSEBAse, and 2.

IV. CONCLUSION AND FUTURE WORK

In this paper we propose an integrated model-based ap-
proach for improving the certification label of IoT system
consisting of devices and platforms using a policy-based



Figure 5. Security policy

approach. Our approach is able to generate tests according
to a specific test purpose definition and, in case the device
or platform does not conform, security policies can be
configured to correct the vulnerability. Therefore, in addition
to simply implementing the security policies or approach is
able to certify that the combination of the system and the de-
fined security policies conforms to the security requirements
specified in the test purpose

We show the details about our approach and also how
it was applied to a case study based on the oneM2M
standard. Our case study demonstrates that our approach
is easily applicable to oneM2M platforms, using relatively
little effort. Part of our case study was demonstrated during
the second oneM2M interoperability event2 (May 2016 at
Seoul, South Korea). This event gathered more than 20
oneM2M platform providers where we successfully tested
their conformance to the standard. As future work we plan
to work further in the evaluation and validation of our
integrated approach on a larger scale testbed with a higher
diversity of IoT devices and platforms considering other
standards and proprietary approaches.
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