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IV. PROPOSED CERTIFICATION PROCESS

A. Key Elements

The proposed certification process has been defined by
the authors of this paper in the context of the Horizon
2020 ARMOUR project, which started in February 2016. The
ARMOUR project aims to provide duly tested, bench-marked
and certified security and trust technological solutions for IoT
and especially for large scale IoT deployments. Suitable duly
tested solutions are needed to cope with security, privacy and
safety in the large scale IoT deployments, because uncertainty
is intrinsic in IoT Systems due to novel interactions of em-
bedded systems, networking equipment, smart sensors, cloud
infrastructures, and humans. While, various security solutions
have been proposed by the research and industry community,
testing is an important element to support the secure and
trusted deployment of IoT systems.

The overall flow of the security testing and certification
process proposed by ARMOUR is depicted in Fig. 1.

Fig. 1. Overall ARMOUR security certification process

The process is composed by the following main phases:
1) A risk analysis is performed for a specific domain or set

of applications where the IoT device must operate with
a specific level of assurance. This is a similar way to

the Evaluation Assurance Levels of Common Criteria)
and it can be thus consequently associated to a label.

2) The knowledge of the identified potential threats and
vulnerabilities is gathered in a form of vulnerability
patterns, which must be addressed and evaluated in
the subsequent testing phases. Note that the threats and
vulnerabilities are specific for a context (i.e., single
domain or set of applications) and they are used as input
to an appropriate model-based security test strategy.

3) The security test strategies generate test suites based on
models. The models formalize the system’s behavior, its
structure and the security test patterns that define the
test procedure of the vulnerability patterns.The aim of
this phase is to create a complete set of test suites in
TTCN3 using models, specific for the IoT system and
the domain.

4) The execution of the test suites defined in the previous
phase in a specific operating environment is ensured
through test adaptors. This phase is needed because each
IoT device or system will have its own specific interfaces
and behavior and test suites require wrappers to support
the execution of the tests.

5) The tests are executed on a local or external large-scale
testbed. The ARMOUR project will use both a local test
bed and a large-scale test bed at FIT IoT Lab, having
more than 2000 nodes. The results of the test execution
are gathered into FIESTA semantic testbed and are used
as a proof to validate the security certification label,
which was defined in phase one.

Phase 3 is the core component of the security certification
process and it is based on a Model-Based Testing (MBT)
approach, which has shown its benefits and usefulness for
systematic compliance testing of systems that undergo specific
standards that define the functional and security requirements
of the system [16].

The proposed approach for labelling and certification is
based on two main modules:

1) the MBT CertifyIt technology generating tests based on
the Test Purpose formalism (hereafter denoted as TP)
and fuzzing algorithms;

2) the TTCN3 test cases, generated from the MBT model,
that are executed using TITAN;

The dedicated language called Test Purpose Language used
to guide the test case generation [17]. It is used to express
functional security requirements and security test patterns. The
TP language is based on regular expressions and allows the
test engineer to conceive its scenarios in terms of states to
be reached and operations to be called. The language relies
on combining keywords, to produce expressions that are both
powerful and easy to read by a test engineer. The syntax of
the language makes it possible to design test purposes as a
sequence of quantifiers or blocks, each block being composed
of a set of operations (possibly iterated at least once, or many
times) and aiming at reaching a given target (a specific state,
the activation of a given operation, etc.). On the other hand the
Testing and Test Control Notation (TTCN) v.3 language has
been widely used for many years (in the previous versions) to
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test large communication systems [18]. In our context TTCN-
3 test cases are generated from the MBT model. They contain
modules that make possible the execution, as they contain
the type, port and component declarations and definitions,
templates, functions, test cases and control part for executing
the test cases. The control part can be seen as the main function
in other programming languages as C or Java. [19].

The advantages of combining MBT and TTCN are the
following:

1) The automation of the test supports a faster and more
uniform testing.

2) The adoption of MBT supports a formal definition of
the tests and the security requirements, which drives the
certification. In addition, they can be used to support
harmonization of the tests for security certification.
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Fig. 2. Model Based Security Testing

The detail of the application of MBT to IoT testing is
provided in Fig. 2. The structure of the system is modeled by
Unified Modelling Language (UML) class diagrams, while the
system’s behavior is expressed in Object Constraint Language
(OCL), using the CertifyIt tool [20]. Functional tests are
obtained by applying a structural coverage of the OCL code
describing the operations of the IoT system under test. This
approach in the context of security testing is complemented by
dynamic test selection criteria called Test Purposes (TP) that
make it possible to generate additional tests that would not be
produced by a structural test selection criterion, for instance
misuse of the system (Model-Based Security Functional Test-
ing) and vulnerability tests, trying to bypass existing security
mechanisms (Model-Based Vulnerability Testing).

To address the uncertainties described in the introduction
the application of fuzzing methods are proposed (Behavioral
Fuzz Testing). The testing tool relies on the principle to rapidly
generate as higher as possible number of fuzzed tests with
high number of steps in a given period of time using a
weighted random algorithm. The generated tests are valid with
respect to the constraints in the MBT model. Thus, contrary
to most fuzzers, the produced test cases on the one hand are
syntactically correct with respect to the system’s inputs. On
the other hand, as it uses a weighted random algorithm and
measures the coverage of the behaviors, it avoids duplication

of the generated tests, which makes the test evaluation and
assessment easier[21].

B. Labeling

A labelling scheme can be created to give a straightforward
indication on the level of certified security of a product. The
label can be associated to the following dimensions (see a
pictorial description in Fig. 3:

1) Level of assurance. This is the equivalent of the EAL
in Common Criteria. We note that the successful cer-
tification to a specific EAL level does not measure the
security of the system itself, it simply states at what level
the system was tested.

2) Protection profile for a specific domain (energy, road
transportation and so on). Each protection profile can be
associated to a specific level of assurance (dimension 1).
Each domain has its own specific features and configu-
ration environment, which must take in consideration for
the security certification and deployment. For example,
the security certification of a crypto-module for the road
transportation may not be valid for the energy sector.
This is why, the label must have a separate dimension
to identify the domain.

3) A label to define how the certification was achieved:
self-certification, third-party compliance assessment and
so on.

Domain

Label Assurance	Level	
(Protection	Profile)

How	certification	
was	executed

Fig. 3. Dimensions of the certification label

C. Benchmarking

In order to provide a label it is important to be able to
correlate the security testing over the different system elements
and aggregated properties associated to the levels. One of
the main objectives of the ARMOUR project is to define an
approach for Benchmarking Security and Trust technologies
for large-scale IoT in order to provide the connection between
testing and labelling processing. ARMOUR will establish a
security benchmark for end-to-end security by building up
on the testing framework defined previously. In order to do
this an identification of metrics per functional block should
be provided (authentication, data security etc) to perform
various micro- and macro-benchmarking scenarios on the
target deployments. Micro-benchmarks provide statistics for
a specific function of an application and help to understand
the performance of subsystems associated with a smart object,
and are useful to identify possible performance bottlenecks at
architecture level, allowing embedded hardware and software
engineers to compare and asses the various design trade-offs
with respect to the component level design.

The following dimensions and metrics will be considered:
• security attacks detection,
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• defence against attacks and misbehaviour,
• ability to use trusted sources and channels,
• levels of security & trust conformity, etc.
Benchmark results will be collected from the TTCN-3 test

suite execution and datasets will be made available via the
FIESTA testbed. Once the metrics from the evaluation are
collected, they will be used to categorized them (taxonomy) in
different functional aspects and based on this provide a label
approach to the security assessment of the IoT on certification.
Additional benchmarks of reference secure and trusted IoT
solutions will be performed in order to establish a baseline
ground-proof for ARMOUR experiments but also to start to
create at proper benchmarking database of secure and trusted
solutions proper for the large-scale Internet-of-Things. The
final objective it is to provide to the security benchmarking
an assurance that should include a measure of our level of
confidence on IoT security properties.

V. CONCLUSION AND FUTURE DEVELOPMENTS

It is a major necessity to provide tools for IoT stakeholders
to evaluate the level of preparedness of their system to IoT
security threats. In this paper we propose a methodology to
proceed to a certification process in order to define the security
analysis and the testing setup needed for doing the evaluation.
Also, we propose a labeling schema that could be applied
based on the metrics and systematic evaluation that could be
put in place using the ARMOUR approach.

The security certification of IoT proposed in this paper takes
into consideration the existing security certification frame-
works, standards, and their respective limitations identified
by the industry and research communities. This certification
process will provide a system-level approach to security and
the metrics to support it. The lack of this certification process
is actually a gap in the security and privacy area of IoT that has
the potential to clearly increase the confidence on the ongoing
IoT deployments in the real world.

Finally in Table I we summarize how the challenges identi-
fied and described in section III are addressed by the proposed
framework
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